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U.S. Treasury Warns Financial Institutions of “Deceptive 
Practices” by Iranian Banks 
The U.S. Treasury Department has delivered another warning to the international financial 

community concerning the “deceptive practices” of Iranian banks seeking to circumvent 

U.S. economic sanctions.  In pointed remarks this month, Deputy Secretary Robert Kimmitt 

accused Iran’s central bank, Bank Markazi, of deleting names from transaction documents 

in order to “trick” counterparties and conceal the true identity of the parties and origin of 

the funds.  According to Deputy Secretary Kimmitt, the U.S. Administration’s warning is 

clear:  “When dealing with Iran, it is impossible to know your customer.”   

Kimmitt’s recent remarks echo earlier statements 

made by Treasury Secretary Henry Paulson, 

though with added intensity.  In light of the U.S. 

government’s coordinated effort to enlist 

multilateral support for its Iran sanctions 

program—including recent efforts to persuade the 

Security Council that new U.N. sanctions against 

Iran are warranted—Kimmitt’s remarks signal the 

possibility of additional U.S. sanctions against 

Iranian banks in the future.  Furthermore, in 

singling out Iran’s central bank—which was spared 

in the most recent round of U.S. sanctions 

targeting Iranian banks—Treasury has intentionally 

raised the volume of diplomatic discourse. 

Of particular significance to financial institutions, 

the practice mentioned by Kimmitt of stripping 

names from transaction documents to conceal 

their Iranian origin has already led to record-setting 

penalties for at least one financial institution, and 

could lead to more in the future for the unwary.  In 
December 2005, Netherlands-based ABN AMRO 

was assessed civil penalties of $80 million by U.S. 

regulators for, among other things, participating in 

transactions that violated U.S. sanctions against 

Iran.  The regulators concluded that employees in 

the bank’s Dubai branch had attempted to evade 

U.S. sanctions by removing the names of entities in 

which the government of Iran had an interest 

before forwarding wire transfers and letters of 

credit to ABN AMRO’s clearing center in New 

York.  In addition to the civil penalties, ABN 

AMRO is currently the subject of a criminal 

investigation by the U.S. Department of Justice for 

the same conduct. 
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Given Treasury’s admonition that “it is impossible 

to know your customer” when it comes to Iran, 

coupled with the recent bundle of U.S. sanctions 

targeting Iranian banks (see our client memorandum 

of January 22, 2008), U.S. regulators will likely 

expect to see increased vigilance as part of a risk-

based compliance program by financial 

institutions engaging in transactions involving 

Iran, with the potential for significant penalties in 

the event of a violation by a financial institution 

subject to U.S. jurisdiction. 

This memorandum is intended only as a general discussion of these issues.  It should not be regarded as legal advice.  We would be pleased to 
provide additional details or advice about specific situations if desired.   
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