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NON-U.S. BANKS ARE TARGET OF RECENT
ECONOMIC ACTIONS BY U.S. GOVERNMENT

DANFORTH NEWCOMB

Recent actions against several non-U.S. banks by the U.S. government under
economic sanctions and anti-money laundering laws have raised concerns in the
international banking community. In light of the United Nations Security
Council’s actions against Iran, international financial institutions may

encounter additional obstacles, and could come under increased scrutiny, as a
result of coordinated efforts to restrict certain Iranian entities from the interna-

tional financial system.

Recent activity within the international financial community has illus-
trated a growing uneasiness toward Iran for its alleged lack of anti-
money laundering and counter-terrorist financing laws. The

Financial Action Task Force — the leading international anti-money laun-
dering organization — has recently issued more than one statement of con-
cern describing Tehran’s deficiencies as a significant vulnerability within the
international financial system. Likewise, senior officials in the U.S. Treasury
Department have urged U.S. financial institutions to take extra precautions
in their customer identification procedures in light of Iran’s “deceptive prac-
tices” aimed at gaining access to the U.S. financial system.

Notwithstanding the comprehensive U.S. economic sanctions currently
in place against Iran, “U.S. persons” (including banks) are mostly permitted
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to execute limited types of transactions with Iranian banks. Recently, how-
ever, the Office of Foreign Assets Control of the U.S. Treasury Department
(“OFAC”) has taken steps to restrict the access of several Iranian state-owned
banks to the U.S. financial system. Although banks with no presence in the
United States are not bound by U.S. economic sanctions, these recent OFAC
actions also impose indirect burdens on non-U.S. financial institutions
engaging in certain transactions with these Iranian banks.

In addition, special measures imposed by the U.S. government under the
USA PATRIOT Act (the “Patriot Act”) have created additional obstacles in
the international banking community and further demonstrate the ability of
the U.S. government to effectively regulate and restrict the actions of finan-
cial institutions beyond its borders.

OFAC BLACKLISTS BANK MELLI FOR CONNECTIONS
TO UNCONVENTIONAL WEAPONS PROLIFERATION

Besides its economic sanctions programs targeting specific countries as a
whole, OFAC also administers several “list-based” sanctions programs iden-
tifying certain individuals and entities alleged to be engaged in the prolifera-
tion of weapons of mass destruction, international terrorism, and drug traf-
ficking. All of the targets of these list-based programs are consolidated on the
Specially Designated Nationals and Blocked Persons List (“SDN List”),
which is regularly updated by OFAC. Unlike the country-based sanctions,
OFAC’s list-based programs apply only to the listed organizations and per-
sons and do not prohibit business otherwise permitted with their home
countries or regions.

While the current country-based sanctions targeting Iran do not require the
freezing (or “blocking”) of any property in which an Iranian entity has an inter-
est, U.S. persons must nonetheless reject transactions with most Iranian entities
and return the funds to the originating party. Transactions involving an indi-
vidual or entity on the SDN List are treated differently, however, and U.S. per-
sons must freeze any property in their possession in which an SDN has an inter-
est and hold such property until further notice from the U.S. government.

On October 25, 2007, OFAC announced that it had added Iran’s largest
bank, Bank Melli, to the SDN List for its alleged connections to the prolif-
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eration of weapons of mass destruction. At the same time, OFAC took sim-
ilar action against Bank Mellat, which supports Iran’s nuclear programs. The
designation of these two banks as financiers of unconventional weapons pro-
grams effectively prohibits all U.S. persons (including U.S. branches of non-
U.S. banks) from conducting any business with either bank.

OFAC DESIGNATES BANK SADERAT AS TERRORIST
FINANCIER, AFTER PREVIOUSLY REVOKING GENERAL
LICENSES

In addition to the above-noted designations for support of unconven-
tional weapons programs, OFAC simultaneously identified Iran’s Bank
Saderat as a terrorist financier and added it to the SDN List. As with Bank
Melli and Bank Mellat, Bank Saderat’s addition to the SDN List effectively
prohibits all transactions with that bank by entities subject to U.S. sanctions.
Prior to this designation, OFAC had taken the intermediate step in
September 2006 of revoking its general licenses with respect to Bank Saderat,
thereby excluding the bank from certain activities in the U.S. financial sec-
tor that had otherwise been permitted.

A “general license” is a published exception to the sanctions programs
administered by OFAC permitting certain transactions with Iran or Iranian
entities notwithstanding the general prohibition on the importing or export-
ing of goods and services to and from Iran. Relevant licensed banking activ-
ities include the processing of “U-turn” transactions (i.e., U.S. dollar trans-
actions between Iran and a non-U.S. country that clear in the United States),
as well as financial transactions that are ordinarily incident to other activities
exempted from the Iran sanctions regulations (e.g., payment and financing
for agricultural goods or medicine). In addition, payments or financing for
activities that have been specifically licensed by OFAC for a particular per-
son or entity are also permitted.

For non-U.S. banks, the revoked application of these general licenses to
Bank Saderat meant that any transaction with this bank that was denomi-
nated in U.S. dollars would be rejected when it cleared through a U.S. finan-
cial institution, which would return the funds to the originating bank. With
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the addition of Bank Saderat to the SDN List, however, U.S. financial insti-
tutions that came into possession of funds belonging to Bank Saderat — even
in the context of a U-turn transaction — are required to block those funds
and are not permitted to return them to the originating bank.

In a recent interview with the Financial Times, Bank Saderat’s managing
director said that the bank had lost around one third of its foreign-bank cus-
tomers as a result of the unilateral U.S. sanctions. The Financial Times also
reported that Bank Saderat might be a target of the next round of economic
sanctions imposed by the United Nations Security Council.

BANK SEPAH ADDED TO THE SDN LIST

In addition to the actions taken against BankMelli, BankMellat and Bank
Saderat, OFAC has imposed sanctions against another Iranian financial insti-
tution, Bank Sepah. These sanctions were imposed in advance of United
Nations Security Council Resolution 1747 (2007), which subsequently desig-
nated certain individuals and entities (including Bank Sepah) as terrorist
financiers.

In January 2007, OFAC added Bank Sepah to the SDN List, thus pro-
hibiting all U.S. persons from doing business with the bank. Bank Sepah was
also made subject to sanction by the U.K. government under the Iran
(Financial Sanctions) Order 2007 and has been subject to sanctions in other
countries as a result of Security Council Resolution 1747.

The addition of Bank Sepah to the SDN List likewise means that funds
involved in any transaction with Bank Sepah that traverses the U.S. financial
system must be frozen rather than rejected, and must be retained by the U.S.
financial institution unless OFAC grants permission to return or otherwise
transfer them.

SPECIAL MEASURES AGAINST NON-U.S. BANKS UNDER
THE PATRIOT ACT

In addition to the economic sanctions programs administered by OFAC,
the Treasury Department also has the authority to impose “special measures”
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against certain foreign jurisdictions, foreign financial institutions, classes of
international transactions, and types of accounts determined to be of “pri-
mary money laundering concern” under Section 311 of the Patriot Act. In
recent years, the Treasury Department’s Financial Crimes Enforcement
Network (“FinCEN”) has imposed special measures against a growing num-
ber of financial institutions and foreign jurisdictions in an effort to limit their
access to the U.S. financial system.

The most recent, and perhaps most widely publicized, special measures
were imposed against Macau-based Banco Delta Asia in March 2007.
FinCEN had previously designated Banco Delta Asia as an institution of pri-

U.S. TREASURY WARNS FINANCIAL INSTITUTIONS OF
“DECEPTIVE PRACTICES” BY IRANIAN BANKS

The U.S. Treasury Department has delivered another warning to
the international financial community concerning the “deceptive prac-
tices” of Iranian banks seeking to circumvent U.S. economic sanctions.
In pointed remarks this month, Deputy Secretary Robert Kimmitt
accused Iran’s central bank, Bank Markazi, of deleting names from
transaction documents in order to “trick” counterparties and conceal
the true identity of the parties and origin of the funds. According to
Deputy Secretary Kimmitt, the U.S. Administration’s warning is clear:
“When dealing with Iran, it is impossible to know your customer.”

Kimmitt’s recent remarks echo earlier statements made by Treasury
Secretary Henry Paulson, though with added intensity. In light of the
U.S. government’s coordinated effort to enlist multilateral support for
its Iran sanctions program — including recent efforts to persuade the
Security Council that new U.N. sanctions against Iran are warranted
— Kimmitt’s remarks signal the possibility of additional U.S. sanctions
against Iranian banks in the future. Furthermore, in singling out Iran’s
central bank — which was spared in the most recent round of U.S.
sanctions targeting Iranian banks — Treasury has intentionally raised
the volume of diplomatic discourse.
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mary money laundering concern based on findings that Banco Delta Asia
had provided substantial and repeated services to multiple individuals and
entities that were allegedly engaged in illicit activities tied to North Korea.
As a result of the March 2007 special measures, U.S. financial institutions are
barred from establishing or maintaining correspondent or payable-through
accounts with Banco Delta Asia.

Likewise, in July 2006, FinCEN imposed special measures against
Latvia-based VEF Banka. FinCEN previously had designated the bank as an
institution of primary money laundering concern for servicing allegedly illic-
it shell companies and fraud rings, and for its lax identification procedures

Of particular significance to financial institutions, the practice
mentioned by Kimmitt of stripping names from transaction docu-
ments to conceal their Iranian origin has already led to record-setting
penalties for at least one financial institution, and could lead to more
in the future for the unwary. In December 2005, Netherlands-based
ABN AMRO was assessed civil penalties of $80 million by U.S. regu-
lators for, among other things, participating in transactions that violat-
ed U.S. sanctions against Iran. The regulators concluded that employ-
ees in the bank’s Dubai branch had attempted to evade U.S. sanctions
by removing the names of entities in which the government of Iran had
an interest before forwarding wire transfers and letters of credit to ABN
AMRO’s clearing center in New York. In addition to the civil penal-
ties, ABN AMRO is currently the subject of a criminal investigation by
the U.S. Department of Justice for the same conduct.

Given Treasury’s admonition that “it is impossible to know your
customer” when it comes to Iran, coupled with the recent bundle of
U.S. sanctions targeting Iranian banks, U.S. regulators will likely
expect to see increased vigilance as part of a risk-based compliance pro-
gram by financial institutions engaging in transactions involving Iran,
with the potential for significant penalties in the event of a violation by
a financial institution subject to U.S. jurisdiction.
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and weak internal controls. Thus, U.S. financial institutions are prohibited
from establishing or maintaining correspondent or payable-through accounts
with VEF Banka.

These two banks are not alone in being targeted by FinCEN, which has
designated several other jurisdictions and financial institutions to be of pri-
mary money laundering concern, often followed by the imposition of special
measures.

From the perspective of non-U.S. financial institutions, the implications
of these special measures under the Patriot Act are manifold. As a standard
procedure, every non-U.S. bank should ensure that it has adequate anti-
money laundering and anti-terrorism controls in place that, at a minimum,
comply with the Organisation for Economic Co-operation and
Development’s Anti-Bribery Convention and the Financial Action Task
Force’s Forty Recommendations (which have been implemented in most
major jurisdictions) to avoid being designated, or even suspected, by the U.S.
government as a primary money laundering concern. Such a designation car-
ries far-reaching commercial and reputational consequences. Likewise, non-
U.S. banks should be aware that any transaction with a designated institu-
tion or jurisdiction that traverses the U.S. financial system would likely be
detected by the U.S. government and could lead to investigation by FinCEN,
OFAC or other U.S. agencies.

CONCLUSION

The recent measures taken by the U.S. government against non-U.S.
banks in Iran and elsewhere demonstrate the way in which financial laws
aimed at curtailing terrorism, money laundering and other international
crimes can affect the business of non-U.S. banking institutions. Such mea-
sures affect not only financial institutions with a presence in the United
States, but also those that engage in transactions using U.S. dollars or involv-
ing U.S. banks. These actions further demonstrate the extraterritorial reach
of U.S. laws and regulations, which can carry significant consequences for
non-U.S. banks operating in the international financial community.
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