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HIPAA Changes Affect Covered Entities and Business Associates 
By February 17, 2010, covered entities, such as group health plans, and their “business 

associates” must take certain actions to ensure continued compliance with the privacy and 

security provisions of the Health Insurance Portability and Accountability Act of 1996 

(“HIPAA”).  The American Recovery and Reinvestment Act of 2009 (the “Stimulus Bill”), 

which President Obama signed on February 17, 2009, substantially changes certain of 

HIPAA’s requirements.   

As a reminder, HIPAA is intended to protect the privacy 

of protected health information (“PHI”).  To that end, 

HIPAA regulates the manner in which covered entities 

and business associates create, store, access and disclose 

PHI.  A covered entity is either a health plan, a health care 

provider that transmits health information in electronic 

format or a health care clearinghouse.   

Some of the changes to HIPAA provide that: 

 The business associates of a covered entity must 

fully comply with HIPAA’s privacy and security 

requirements.  A business associate is generally a 

person that provides services to a covered entity. 

 Covered entities must amend their business 

associate agreements to reflect the new obligations 

imposed on business associates. 

 Covered entities must notify individuals of any 

unauthorized disclosure of their unsecured PHI. 

 Business associates must notify covered entities of 

any unauthorized disclosure of unsecured PHI. 

 Covered entities must honor individuals’ requests to 

restrict disclosure of PHI. 

 The new HIPAA provisions will be enforced through 

heightened penalties and mandatory audits by the 

Secretary of Health and Human Services (“HHS”). 

HIPAA Applies Directly to Business Associates 
and Certain Other Entities 
The Stimulus Bill imposes additional obligations on 

business associates and, by February 17, 2010, covered 

entities will have to amend their business associate 

agreements to reflect these additional obligations.  

Currently, HIPAA’s security rule (the “Security Rule”), 

which addresses the storage and transmission of 

electronic PHI, applies to a limited extent to business 

associates, by requiring that they comply with the security 

safeguards set forth in business associate agreements.  As 

of February 17, 2010, the Security Rule will apply to 

business associates to the same extent it applies to 

covered entities.  This change will require each business 

associate to adopt a security policy, appoint a security 

officer and train its workforce on how to safeguard 

electronic PHI.  

Similarly, it appears that the Stimulus Bill requires 

business associates to comply with the privacy provisions 

of HIPAA (the “Privacy Rule”) to the same extent that 

covered entities must comply.  Currently, business 

associates are required only to comply with the provisions 

of the Privacy Rule that are set forth in the business 

associate agreement.  As of February 17, 2010, business 

associates will be subject to all requirements of the 
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Privacy Rule, including the requirement to have a privacy 

policy and appoint a privacy officer.    

Also effective February 17, 2010, each organization that 

provides data transmission of PHI to a covered entity or a 

business associate and that requires access to PHI on a 

routine basis will be treated as a business associate of that 

covered entity.  These transmission service organizations 

must enter into written contracts containing satisfactory 

assurances that PHI will be adequately safeguarded. 

Notice of Breach Required 
The Stimulus Bill imposes additional notice obligations 

on covered entities and on business associates.  Covered 

entities must notify individuals if their unsecured PHI has 

been breached, and, as a result of the breach, has been, or 

is reasonably believed to have been, accessed, acquired or 

disclosed.  Currently, in the event of a breach, a covered 

entity is required to take steps to mitigate the damage 

from such breach.  That standard does not necessarily 

require notice of all breaches.  The new requirement is 

effective 30 days after HHS promulgates interim 

regulations.  These regulations are expected to include an 

explanation of when PHI is considered unsecured. 

The type of notice required depends on the nature of the 

breach.  For breaches involving 500 people or less, a 

covered entity must provide written notice to each 

affected individual.  If the breach affects more than 

500 individuals, the covered entity must notify the 

individuals via a prominent media outlet serving the state 

and must also immediately notify HHS.   

Generally, the notice must contain information regarding 

the nature of the breach and the type of PHI disclosed.  

The notice should also describe steps that individuals can 

take to protect themselves, steps the covered entity is 

taking to remedy the situation, and contact information 

for individuals to ask questions. 

 

 

The Stimulus Bill also requires that business associates 

notify covered entities of any breach of unsecured PHI.  

Business associates have 60 days following the date on 

which the breach is or should have been discovered to 

provide such notice. 

Individuals May Request Restrictions on 
Disclosure of PHI 
As of February 17, 2010, if an individual requests a 

covered entity to restrict disclosure of his or her PHI, the 

covered entity must do so, with limited exceptions.  

Under current law, a covered entity is not required to 

honor such request. 

Enforcement 
Mandated Audits.  The Stimulus Bill requires HHS to 

conduct periodic audits of HIPAA compliance by covered 

entities and business associates.  Currently HHS has the 

authority to conduct such audits, but is not required to do so. 

Heightened Penalties.  The Stimulus Bill imposes new 

heightened penalties, effective immediately, that are 

based on the violator’s degree of culpability, the nature 

and extent of the HIPAA violation and the nature and 

extent of the harm resulting from the HIPAA violation.  

Penalties involving unknowing violations are at least 

$100 per violation, up to a maximum of $25,000 for 

identical violations per calendar year.  The maximum 

penalty is $1.5 million per year for violations involving 

willful neglect that are not corrected within 30 days. 

Other Enforcement Mechanisms.  By February 17, 2012, 

HHS must establish a methodology by which individuals 

harmed by privacy violations may receive a percentage of 

civil monetary penalties imposed by HHS.  Effective 

immediately, State Attorneys General may also enforce 

the provisions of HIPAA by either enjoining further 

violations, or obtaining monetary damages on behalf of 

residents of their states.  Discretionary attorneys’ fees 

may also be awarded. 
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Next Steps 
Covered entities should begin contacting their business 

associates to ensure they will be in compliance with the 

Privacy Rule and Security Rule by February 17, 2010.  

Covered entities should also contact any transmission 

service organizations to discuss their obligations under 

HIPAA. 

By February 17, 2010, covered entities will need to amend 

their business associate agreements and incorporate the 

requirements imposed by the Stimulus Bill.  Any covered 

entity that uses a data transmission organization will 

need to enter into a business associate agreement with 

that organization by February 17, 2010. 

 
 

 

 

This memorandum is intended only as a general discussion of these issues. It should not be regarded as legal advice. We would be pleased to 
provide additional details or advice about specific situations if desired.   

If you wish to receive more information on the topics covered in this memorandum, you may contact your regular Shearman & Sterling contact 
person or any of the following: 

John J. Cannon III 
212-848-8159 
jcannon@shearman.com 

Jeffrey P. Crandall 
212-848-7540 
jcrandall@shearman.com 

Kenneth J. Laverriere 
212-848-8172 
klaverriere@shearman.com 

Doreen E. Lilienfeld 
212-848-7171 
dlilienfeld@shearman.com 

Linda E. Rappaport 
212-848-7004 
lrappaport@shearman.com 

Sharon L. Lippett 
212-848-7726 
sharon.lippett@shearman.com 
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