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Asset Management  |  February 3, 2010 

U.S. Privacy Rules for Asset Management Businesses:   
Five Key Developments for 2010 
The new year brings with it a number of developments in the U.S. Federal and State privacy 

regulations that apply to investment funds, asset managers and broker-dealers.  New or 

proposed rules – with applicability in many cases whether or not a business is registered with 

the Securities and Exchange Commission and regardless of where the business is located – 

will impact the collection of private financial and identifying information, how that 

information may be shared, how it may be used, how it should be safeguarded, and the types 

of disclosures that are required about these practices. 

This alert discusses five pending privacy initiatives, 

covered in the order in which they come into effect: 

Privacy-related development Compliance deadline 
Massachusetts information security 
regulations1 

March 1, 2010 

Identity theft-focused “Red Flags Rule” of the 
Federal Trade Commission2 

June 1, 2010 

SEC Regulation S-AM3 June 1, 2010 

Privacy policy notice guidance and safe harbor 
expires4 

December 31, 2010 

Proposed amendments to SEC 
Regulation S-P5 

Not known; final rule not 
yet adopted 

 
1 201 C.M.R. 17.00:  Standards for the Protection of Personal Information of 

Residents of the Commonwealth, available at:  
http://www.mass.gov/Eoca/docs/idtheft/201CMR1700reg.pdf. 

2 16 C.F.R. Part 681:  Joint Final Rules and Guidelines (Nov. 9. 2007).  The FTC has 
a Q&A-style web site on this “Red Flags Rule” at http://www.ftc.gov/redflagsrule. 

3 Regulation S-AM:  Limitations on Affiliate Marketing, Investment Company Act 
Rel. No. 28842, Investment Advisers Act Rel. No. 2911 (August 4, 2009), 
available at: http://www.sec.gov/rules/final/2009/34-60423.pdf. The 
compliance date has been delayed from January 1, 2010 to June 1, 2010. 

4 Final Model Privacy Form under the Gramm-Leach-Bliley Act, available at:  
http://www.sec.gov/rules/final/2009/34-61003.pdf. 

5 Part 248 – Regulation S-P:  Privacy of Consumer Financial Information and 
Safeguarding Information, Investment Company Act Rel. No. 28178, 
Investment Advisers Act Rel. No. 2712 (March 4, 2008), available at:  
http://www.sec.gov/rules/proposed/2008/34-57427.pdf. 

 

 

 

 

 

Massachusetts Data Security and Privacy Law 
Overview 
Applies to:  Any person or company that “owns, licenses, 

stores, or maintains” personal information of a 
Massachusetts resident 

 Illustrating the breadth of that formulation, the 
Massachusetts resident triggering application of 
the law could be a firm’s employee, an investor, 
an employee of an investor, or even a consultant 
or service provider 

Key requirements are:  Establishment of a written information security 
program with specified components 

 Service provider oversight requirements, 
including a requirement to incorporate a privacy 
provision into service provider contracts 

Goes into effect:  March 1, 2010 
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Details 
A new Massachusetts law prescribes minimum standards 

for the protection of the personal information of 

Massachusetts residents.  To the extent a person (such as 

an investment adviser, broker-dealer or investment fund) 

“owns, licenses, stores, or maintains” personal 

information of a Massachusetts resident, the 

Massachusetts law applies.  SEC registration as an 

investment adviser, broker-dealer or investment company 

does not offer an exemption; nor is application of the law 

limited to firms operating in Massachusetts.6 

The Investment Company Institute and others waged an 

extended campaign to bring the requirements of the 

Massachusetts law closer to what is required under SEC 

Regulation S-P and the parallel regulations of other 

Federal regulators.  Yet the regulatory overlap remains 

incomplete (for example, Regulation S-P presently 

protects only information of clients who are natural 

persons, while Massachusetts protects the information of 

natural persons in whatever capacity the firm has access 

to their information).  The new Massachusetts law thus 

stands as a reminder that any firm doing business 

nationally must attend to both Federal law and a 

patchwork of local privacy laws.  While a State by State 

survey is beyond the scope of this alert, it is critical for 

firms to consider not just Federal law but also State laws, 

both (a) as they craft their privacy policies generally and 

(b) should they have to consider how to respond to a data 

breach. 

Nature of information protected.  “Personal 

information” covered by the Massachusetts law means a 

natural person’s first name (or first initial) and last name, 

in combination with any of the following: 

 Social Security Number;7 

 Driver’s License/State ID Card Information; or 

 
6 We note as background that Shearman & Sterling LLP does not practice 

Massachusetts law. 
7 Personal information does not include publicly available information (e.g., 

publicly available federal, state, or local government records). 

 Financial Account/Credit Card/Debit Card 

Numbers. 

Specified data security elements.  Once the law is 

triggered, its primary requirement is a written 

information security program that must contain each of 

the following items: 

 A designated person or group responsible for 

maintaining the security program; 

 Methods for identifying, assessing and treating risks 

and for improving safeguards over time; 

 Policies regarding the management of personal 

information outside of business premises; 

 A method of terminating access when employees 

leave or are fired; 

 Reasonable restrictions on physical access to 

records containing personal information (e.g., 

storage of such information in locked facilities, 

storage areas or containers); 

 Security education and training for employees and a 

policy for disciplinary action in the event of policy 

infringement; 

 Quite specific technical requirements, including 

user authentication protocols, encryption of 

personal information over public or wireless 

networks or stored on laptops or other portable 

devices, and firewall and virus protections for files 

connected to the Internet; 

 Review of incidents and documentation of the 

organization’s response and any corrective actions 

taken; 

 Regular monitoring of the security program and at 

least annual assessment of its effectiveness; and 

 Satisfaction that any third-party service providers 

are capable of securing personal information 

entrusted to them (contracts with service providers 

that will have access to personal information must 

include a provision requiring the provider to 
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implement and maintain appropriate security 

measures for personal information).8 

Although the law applies only to Massachusetts residents, 

many businesses will elect to treat personal information 

of any person as if it were the personal information of a 

Massachusetts resident and protected by the 

Massachusetts law.  This approach may be easier to 

implement than a person-by-person analysis.  It also may 

give a “head start” if additional jurisdictions adopt similar 

laws or if the Regulation S-P amendments we describe 

below are implemented. 

Federal Trade Commission “Red Flags” Rule 

Overview 
Applies to:  Financial institutions that offer “transaction 

accounts” allowing the account holder to make 
payments to third-parties 

 “Creditors” – broadly defined to include any 
business that regularly allows customers to 
make payments for services after the services 
have been rendered 

Key requirements are:  Establishment of procedures designed to detect, 
prevent and mitigate identity theft 

 Approval of the procedures by the firm’s board of 
directors (or equivalent body) or a committee of 
the board 

Goes into effect:  June 1, 2010 (as a technical matter, the rule is 
already in effect, but the FTC has said it will not 
begin enforcing the rule until June 1, 2010) 

 

Details 
A new Federal Trade Commission rule applies to 

“financial institutions” and “creditors” and, for businesses 

covered by the rule, often will require detailed procedures 

designed to detect, prevent and mitigate identity theft.  

For this purpose, financial institutions are those that offer 

“transaction accounts” – i.e., accounts allowing the 
 
8 For contracts entered into prior to March 1, 2010, the compliance date for this 

contractual requirement is March 1, 2012, allowing time to obtain amendments 
to existing contracts. 

account holder to make payments to third-parties.  

“Creditors” include any business that regularly allows 

customers to make payments for services after the 

services have been rendered.  

A broker-dealer that extends margin is an example of a 

creditor to whom the rule may apply, and a mutual fund 

that offers check-writing privileges is an example of a 

financial institution offering a covered transaction 

account.  Funds that provide financing in connection with 

a subscription, or investment advisers having certain 

billing arrangements with their clients, likewise could find 

that the rule applies.  But many funds and advisers are 

not expected to fall within the rule, as they will be neither 

creditors nor financial institutions under the rule.     

Specified requirements.  Once a business determines 

the rule applies, what does the rule require?  Unlike the 

Massachusetts law, the rule only tangentially addresses 

data security measures.  Instead, the rule focuses on 

requiring that covered accounts are monitored for 

evidence of identity theft and that steps are taken to verify 

the identity of persons seeking access to an account.  A 

“rule of reason” governs in judging how detailed the 

procedures should be.  Criteria that can be taken into 

consideration include analyzing how accounts are 

opened, how they are accessed, and general judgments 

about the types of accounts most susceptible to identity 

theft.   

Part of this process involves identifying a listing of 

so-called identity theft “red flags” specific to the business.  

These might include:   

 Incomplete, inconsistent or otherwise suspicious 

documents;  

 An address given that does not match an address on 

file or available through search engines;  

 A name that does not match a social security 

number; or 

 Unusual patterns of use of an account. 

To emphasize the importance of the procedures, the FTC 

requires that they be approved at the level of a firm’s 

board of directors (or equivalent body).  This effectively 
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moves up the required compliance date – at least as to the 

board approval requirement – to the date of the next 

regular (or special) board meeting preceding June 1, 

2010.  The board, a designated board committee or a 

designated member of senior management must be 

involved in oversight, development, implementation and 

ongoing administration of the overall identify theft 

program. 

Regulation S-AM 

Overview 
Applies to:  SEC-registered financial services companies, 

including broker-dealers, investment companies, 
investment advisers, and transfer agents9 

Key requirements are:  Limits on using information obtained from an 
affiliate to market products or services unless the 
person targeted by the marketing has both 
received prior notice that the person’s 
information will be shared with the affiliate for 
marketing purposes and benn given the right to 
opt out of that marketing 

 Assuming no marketing activities of the type 
regulated by Regulation S-AM are contemplated, 
no changes in practice is required 

Goes into effect:  June 1, 2010 
 

Details 
SEC Regulation S-AM builds on the better known 

Regulation S-P.  Regulation S-P requires privacy notices 

and consumer opt-out rights from sharing of their 

personal information, but that regulation has included an 

exception from the requirement to grant opt-out rights 

 
9 Regulation S-AM does not apply to unregistered funds and investment 

advisers, but FTC equivalents to Regulation S-AM that would apply to 
unregistered businesses have been in force since 2008.  Regulation S-AM 
also does not apply to a “notice-registered broker-dealer” (i.e., a broker-dealer 
registered by notice with the SEC for the purpose of conducting business in 
security futures products). 

when information is shared only among affiliates and 

under certain other circumstances.10 

Regulation S-AM changes that and so will affect the 

extent to which many funds, investment advisers and 

broker-dealers choose to share information with affiliates 

– affiliates being defined for this purpose to include both 

“common control” and “common ownership” affiliates.  

Regulation S-AM prohibits broker-dealers, registered 

investment companies, registered investment advisers, 

and registered transfer agents from using information 

obtained from an affiliate to market products or services 

to a “consumer” (the term used in the regulation to refer 

to natural person clients and fund investors), unless: 

 The consumer has been provided “clear, concise and 

conspicuous” written notice that the firm may use 

information about the consumer from an affiliate to 

make marketing solicitations to the consumer; and 

 The consumer has been provided a reasonable 

opportunity to opt out of the solicitations (and in 

fact does not opt out).   

Nature of information protected.  Information 

protected by Regulation S-AM is referred to as “eligibility 

information.”  Eligibility information includes most 

information that bears on a person’s credit worthiness or 

credit standing (such as the size of a person’s financial 

account and transaction history), as well as personal 

identifiers such as names, addresses, etc.   

Specified requirements.  For purposes of the rule, 

“marketing” includes telephone calls, emails, mailings, 

etc., as well as pre-screening activity that later results in 

marketing.  If no marketing activities based on the 

sharing of eligibility information between affiliates are 

contemplated, no changes in practice will be required.  

When marketing activities based on the sharing of 

eligibility information are contemplated, compliance with 

Regulation S-AM generally involves: 

 
10 Only the information of natural persons is protected.  Institutional clients and 

investors are not covered. 
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 The preparation of a new privacy policy notice that 

includes an opt-out right – many firms can be 

expected to expand their existing notices to include 

Regulation S-AM information and a means to 

opt-out;11 

 Likely more burdensome, administration of the 

opt-out right, which means making available a 

method of opting out, tracking which persons may 

or may not be marketed to following the mailing, 

and controlling the marketing process to prevent 

prohibited information sharing and marketing; and 

 Notices must be in writing, but opt out by a 

consumer can be oral.  E-mail or other electronic 

notices are permitted, so long as the consumer 

previously agreed to electronic communications.   

Regulation S-AM also sets various complex rules for the 

management of common databases across affiliates and 

the use of service providers (affiliated or non-affiliated) as 

vehicles for sharing information. 

Exceptions.  Exceptions to the notice and opt-out 

requirements include, among others: 

 Marketing under pre-existing relationships, so that 

it generally is not necessary to provide notice and an 

opt-out right if the information would be used only 

by affiliates that have a pre-existing relationship 

with the consumer (the definition of a pre-existing 

relationship for this purpose is complex, but 

includes financial relationships current as of the 

date of the solicitation, as well as relationships 

based only on (a) a consumer inquiry made within 

three months prior to the solicitation or 

(b) investment company shares held by the 

consumer within eighteen months prior to the 

solicitation – the rules offer several examples to 

help understand what is intended);   

 Marketing directed at the general public;  

 
11 Appendices to Regulation S-AM provide model forms. 

 Marketing that responds to a direct inquiry from a 

consumer (so that, for example, a call to an 

investment adviser representative asking about 

insurance can be followed by contact  from an 

affiliated insurer, without specific prior notice that 

information is being shared to facilitate that 

contact); and 

 Marketing that a firm makes regarding its affiliate’s 

services based on eligibility information collected by 

the firm, so long as the firm originally collecting the 

information maintains control over the information. 

New SEC Guidance on Regulation S-P Privacy 
Notices 

Overview 
Applies to:  SEC-registered financial services companies, 

including broker-dealers, investment companies, 
investment advisers, and transfer agents 

Key requirements are:  No change in practice is required, but new 
guidance may prompt changes to the form and 
content of Regulation S-P privacy notices 

Goes into effect:  December 31, 2010 

 

Details 
SEC Regulation S-P governs the privacy policies of 

SEC-registered financial services companies, including 

broker-dealers, investment companies, investment 

advisers, and transfer agents.  This regulation initially 

established the practice of sending initial and annual 

privacy notices and the related opt-out rights now being 

broadened by Regulation S-AM.12 

When the SEC adopted Regulation S-P, the agency 

provided guidance as to the adequacy of sample notice 

clauses.  The Federal Trade Commission and other 

financial services regulators adopted regulations in 

 
12 As with Regulation S-AM, only the information of natural persons is protected.  

Institutional clients and investors are not covered. 
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parallel to Regulation S-P and also offered sample 

clauses.   

Those sample clauses have been considered a “safe 

harbor,” in that if a firm’s privacy notice matches the 

samples it should be viewed as satisfactory in the event of 

a regulatory review.  Over time, however, the regulators 

determined to revisit the sample clauses to make them 

clearer and more comprehensible and now are effectively 

recommending a new format.   

Specified requirements.  No changes in practice are 

required, but the various regulators jointly announced a 

new model privacy policy notice that includes a Q&A 

format with a specific tabular presentation, required font 

sizes, and an emphasis on stripping away extraneous 

information.  Funds, investment advisers and 

broker-dealers electing to use the new model notice are 

eligible for a new safe harbor in doing so.   

The implicit safe harbor with respect to the original 

sample clauses will expire on December 31, 2010.  For 

that reason, many financial institutions can be expected 

to transition to new notices over this year and, if their 

annual notices are sent in early 2011, through the 

beginning of next year. 

Proposed Amendments to Regulation S-P 

Overview 
Applies to:  SEC-registered financial services companies, 

including broker-dealers, investment companies, 
investment advisers, and transfer agents 

Key requirements are:  Specific requirements for safeguarding 
information and reacting to security breaches 

 Much broader scope of information covered by 
Regulation S-P’s safeguarding and disposal 
provisions, including new requirements 
extending protection to information of natural 
persons even when those natural persons are 
not themselves clients or prospective clients of a 
firm 

Goes into effect:  These amendments have not been adopted; 
they remain proposals at this point 

 

Details 
Investment funds, adviser and broker-dealers are subject 

to privacy rules adopted under the Gramm-Leach-Bliley 

Act of 1999, including Regulation S-P for registered 

funds, advisers and broker-dealers and Federal Trade 

Commission rules for unregistered funds and advisers.  

Under proposed amendments to Regulation S-P, new 

rules would: 

 Establish more specific requirements for 

safeguarding information; 

 Establish more specific requirements for reacting to 

security breaches 

 Broaden the scope of information covered by 

Regulation S-P’s safeguarding and disposal 

provisions; 

 Extend the safeguarding and disposal provisions to 

transfer agents and individuals associated with 

brokers, dealers, and investment advisers; and 

 Permit a limited transfer of information to an 

unaffiliated third party without the required notice 

and opt out when personnel move from one 

broker-dealer or investment adviser to another.   

Specified requirements (proposed). 

Safeguarding information.  A newly-required 

“information security program” would emphasize 

“administrative, technical, or physical safeguards used to 

access, collect, distribute, process, store, use, transmit, 

dispose of, or otherwise handle personal information.”  

Rather like the Massachusetts law, the SEC’s proposal 

suggests that the following should be part of any 

information security program: 

 Designation in writing of an employee or employees 

to coordinate the program; 

 Identification in writing of reasonably foreseeable 

security risks that could result in the unauthorized 

disclosure, misuse, alteration, destruction or other 

compromise of personal information or personal 

information systems; 
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 Design, documentation in writing and 

implementation of appropriate safeguards; 

 Regular testing or other monitoring, to be 

documented in writing; 

 Employee training and supervision;   

 Supervision of service providers and care in the 

selection of service providers;  

 A requirement that service providers agree in 

writing to implement and maintain appropriate 

safeguards; and 

 Evaluation of the program over time. 

Security breaches.  The SEC proposes that firms should 

have procedures for responding to incidents of 

unauthorized access to or use of personal information, 

including (all to be documented in writing): 

 Assessment of the incident and identification of 

which systems and what types of information may 

have been compromised; 

 Steps to contain the incident; 

 Prompt and reasonable-in-scope investigation, 

including as to the likelihood of misuse of 

information;  

 Notice to affected individuals when misuse of 

sensitive personal information has occurred or is 

reasonably possible; and 

 Notice to the SEC when a consumer has suffered, or 

there is a significant risk of, substantial harm or 

inconvenience or in the case of an intentional 

security breach. 

Scope of information protected.  The SEC proposes that 

Regulation S-P should extend its safeguarding and 

disposal requirements to a broader set of information 

than at present.  The most significant change would 

extend the definition of “nonpublic person information” 

to include information that is: 

 Handled or maintained by the firm subject to the 

regulation (or handled or  maintained on the firm’s 

behalf); and 

 Identified with a natural person consumer or 

prospective consumer, or – as a proposed new 

requirement – with any employee, investor or 

securityholder of a covered firm who is a natural 

person. 

Regarding the extension of protections to employee 

information, the SEC believes doing so will enhance 

consumer protections, because internal employer user 

names and passwords would be protected, as would data 

about an employee that might be used by an imposter to 

impersonate the employee in dealings with consumers or 

others at the firm.  

Scope of parties covered.  The SEC proposes the 

following changes in Regulation S-P’s scope: 

 Safeguarding requirements would be extended to 

apply to SEC-registered transfer agents; 

 Disposal requirements would be extended to apply 

to individuals associated with broker, dealers, and 

investment advisers.  In proposing this change, 

which effectively makes these individuals personally 

liable, the SEC is responding to incidents in which 

individual employees misplaced firm files, laptops 

and the like containing sensitive personal 

information; and 

 “Notice-registered broker-dealers” (i.e., a 

broker-dealer registered by notice with the SEC for 

the purpose of conducting business in security 

futures products) would be excepted from 

Regulation S-P altogether.  This would recognize 

that these broker-dealers are subject to Commodity 

Futures Trading Commission privacy rules and 

eliminate duplicate coverage of them under 

Regulation S-P. 

Limited transfers of information upon a job change.  The 

SEC proposes that when a registered representative or an 

employee of an investment adviser moves to a new 

employer, it would not be inconsistent with 

Regulation S-P for the departing individual to share 

information with his or her new brokerage or advisory 

firm for the limited purpose of contacting former clients 

to offer them a choice about whether to follow the 
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individual to the new firm.  The SEC says that its 

intention is that firms will develop an orderly process for 

the transfer of information under these circumstances. 

Conclusion 
It is imperative that firms pay close to attention to the fact 

that multiple privacy-related compliance dates come into 

force over the course of 2010.  It also may be useful for 

firms to consider these changes not one-by-one, but 

instead to take the opportunity to review their data 

privacy practices and procedures, and the effect of these 

changes, as a package.  Any broad-based review should 

include a risk assessment that looks to understand the 

new requirements in light of firm-specific factors like: 

 Types of data collected; 

 Number and types of customers; 

 Physical and IT infrastructure; 

 Staffing and training; 

 Service provider arrangements;  

 Relationships with industry affiliates;  

 Marketing arrangements; and 

 Past history with data breaches. 
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